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Executive Summary

[ SHA256 hash | 81A10784AE60A58A969E858CIC4A2AEOD4EBE46E9BD6776992461C062F70099D |

ImageExfil Malware is a exfiltration malware sample first identified on 19'"
Oct 2024. It is a Nim compiled binary that run on 32/64 bit Windows
operating system. It consists of one payload only which when is able to ping
to a specific domain, starts with the exfiltration of cosmo.jpeg that is stored
on the desktop of the system. The URLs are listed in Appendix B. A lot of
encoded DNS requests are done from the endpoint and it seems to be in a
constant loop.

YARA signature rules are attached in Appendix A.
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High-Level Technical Summary

The binary consists of one payload. That is designed in such a way that it will
exfiltrate cosmo.jpeg file that is stored on the desktop of the endpoint. If it is
unable to find the file, it will simply not work. Initially it attempts to connect
to a URL heyl[.]Jyouup[.]Jcom. Once the response from the server is acquired, it
sends a DNS query for auth[.]ns[.]local. Immediately after the query, it starts
sending encoded DNS queries for the domain
encodedtext[.Jcosmosfuremprorium[.]local.

Main Binary Execution

l

HTTP Reguest to
hxxp/hey.Jyuoop[.Jlocal

.

HTTP 200 OK

l

DMNS Request to auth.ns.local

l

DMS Reguest with encoded subdomain for .
cosmosfurbootsempaorium[.Jlocal
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Malware Composition
DemoWare consists of the following components:

ImageExfi 81A10784AE60A58A969E858C9C4A2AEOD4EBE46E9BD6776992461C062F700
l.exe 99D

ImageExfil.exe
The initial executable that runs all the operations after the initial execution on the
endpoint
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Basic Static Analysis

property value

file

file > sha236 S1AT0734AEGDASBAGEOER3RCICAAZAEDDAEBEAGEIBDETTED92461 COE2ZFTO099D

file = first-bytes-hex AD 54 90 00 03 00 00 00 04 00 00 00 FF FF OO 00 BS 00 00 00 00 00 00 00 40 00 00 00 00 00 00 0D 0D
file > first-bytes-text N

size 123392 bytes

entropy 6402

file > type executable

cpu 32-bit

subsystem GUI

entry-point > first-bytes-hex 83ECOCCT05D422420001000000E8 CETFO1 00283 C40C ES AG FC FF FF 2D BE 00 00 00 00 23
entry-point > location Do D00014AD (section[.text])

signature | tooling Mim Cormnpiler

This shows that the PE is a 32-bit executable. And the MZ magic byte shows that it is
indeed a PE file.

The size of the file is rather small so it is highly likely that it is not compiled in GO

@https

@Noe uri scheme supplied.

@Desktopcosmo. jpeg

@208 OK

@hAuthorization

@Host

@httpclient.nim(1144, 15) ~false™

@Transfer-Encoding

@Content-Type

@Content-Length

@httpclient.nim(1682, 13) “not url.contains({'\r', '\n'})" url shouldn't contain any newline characters
@Nim httpclient/1.6.2]
@hwtwtwpw : w/w/whwewyw . wywowuwuwpw . wlwowcwawl|
@axuxtxhx.xnxsx.x1xoxcxaxlx
@.BcBoBsBmBoBsBfBuBrBbBoBobBtBsBeBmBpBoBrBiBuBmbB. B1BoBcBaBlB
Unknown error

_matherr(): %s in %s(¥g, %g) (retval=%g)

Argument domain error (DOMAIN)

Argument singularity (SIGN)

MuranEl g mamma Ammees COVWERCT ALY

The strings output gives out a good overview of the activity of the binary. The
highlighted section gives a lot of confidence to the fact that we will be seeing some
HTTP traffic. In the third row, we can see that the specific file is also mentioned. In this
case it is cosmo.jpeg.
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The URLs have been contaminated with a few characters which can be easily fixed.

Input + O] § =

@hwtwtwpw :w/ w/whwewyw . wywowuwuwpw . w lwowcwaw Lw
@axuxtxhx.xnxsx.xIxoxcxax 1x
@.BcBoBsBmBoBsBfBuBerBoBoBtBsBeBmeBoBrBiBuBmB.BchBcBaqu

=c & T Raw Bytes &=
13z = 3 R Byt LF

Output < R

@http://hey.youup. local
@auth.ns.local
@.cosmosfurbootsemporium.locau

Here we can see the URLs in clean sight.
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Basic Dynamic Analysis

% TCPView - Sysintemnals: wiww.sysinternals.com

File Edit View Process Connection

E.d

&

G [9) 4

Process Name
B suchost.exe
1 System

17 suchost.exe
lsass.exe

wininit.exe
svchost.exe
suchost.exe

spoolsv.exe

services.exe

svchost.exe

Malware.unknown.exe
Malware.unknown.exe
Malware.unknown.exe
Malware.unknown.exe
Malware.unknown.exe
Malware.unknown.exe

Malware.unknown.exe

Malware.unknown.exe

Malware.unknown.exe
Malware.unknown.exe
Malware.unknown.exe
Malware.unknown.exe
Malware.unknown.exe
Malware.unknown.exe

Malware.unknown.exe

Malware.unknown.exe

Malware.unknown.exe

Endpoints: 64 Established:

TCP vé

Process ID
864

4

1112

628

484

944

Options

Help

wpve /] e

Protocol
TP
TP
TCP
TCP
TP
TP
TP
TP
TP
TP
TCP
TCP
TP
TP
TP
TP

Listening: 20

UDP v6 ‘ F!

State Local Address
Listen 0.0.0.0
Listen 172.16.0.3
Listen 0.0.0.0
Listen 0.000
Listen 0.00.0
Listen 0.00.0
Listen 0.00.0
Listen 0.0.0.0
Listen 0.0.0.0
Listen 0.0.0.0
Close Wait 1721603
Close Wait 1721603
Close Wait 1721603
Close Wait 172.16.0.3
Close Wait 1721603
Close Wait 1721603
Close Wait 1721603
Close Wait 172.16.0.3
Close Wait 1721603
Close Wait 1721603
Close Wait 1721603
Close Wait 172.16.0.3
Close Wait 1721603
Close Wait 1721603
Close Wait 1721603
Close Wait 172.16.0.3
Close Wait 172.16.0.3
Time Wait:

Close Wait: 21

Local Port
135
139

5040
49664
49665
49666
49667
49668
49669
49670
49882
49883
49884
49885
49386
49887
49888
49889
49890
49891
49882

Update 2 sec

Remate Address
0.0.0.0
0.000
0.000
0.000
0.000
0.000
0.000
0.0.0.0
0.0.0.0
0.000
172.16.04
172.16.04
172.16.04
172.168.04
172.16.04
172.16.04
172.16.0.4
172.16.04
172.16.04
172.16.04
172.16.04
172.168.04
172.16.04
172.16.04
172.16.0.4
172.16.04
172.16.04

States: (Al

Remate Port

Create Time
04-09-2024 17:17:49
20-10-2024 10:36:12
04-09-2024 04:47:56
04-08-202417:
04-09-2024 17:17:49
04-09-202417:
04-09-2024 17:17:50
04-09-2024 04:47:52
04-09-2024 04:
04-09-2024 04:47:54
20-10-2024 12:21:20
20-10-2024 12:21:23
20-10-2024 12:21:26
20-10-2024 12:
20-10-2024 12:
20-10-2024 12:21:35
20-10-2024 12:21:38
20-10-2024 12:21:42
20-10-2024 12:21:45
20-10-2024 12:21:48
20-10-202412:
20-10-2024 12:21:54
20-10-2024 12:21:57
20-10-2024 12:22:00
20-10-2024 12:22:03
20-10-2024 12:22:06
20-10-2024 12:22:09

b

=

)

b

Module Name
Rpcss

System

CDPSve

lsass.exe

wininit.exe

Eventlog

Schedule

Spooler

senvices.exe
PolicyAgent
Malware.unknown.exe
Malware.unknown.exe
Malware.unknown.exe
Malware.unknown.exe
Malware.unknown.exe
Malware.unknown.exe
Malware.unknown.exe
Malware.unknown.exe
Malware.unknown.exe
Malware.unknown.exe
Malware.unknown.exe
Malware.unknown.exe
Malware.unknown.exe
Malware.unknown.exe
Malware.unknown.exe
Malware.unknown.exe

Malware.unknown.exe

Sent Packets

”

Upon execution initially we do not see any window and we can see it create requests
to port 80 on the remote server. It continues to do so for each subsequent port.
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£& Capturing from Ethernet

File Edit View

A04@

Source Destination Length Info

185.714@894 172.16.8.3 54 49958 + 88 [ACK] Seq=188 Ack
613 187.465618 172.16.8.1 239.255.255.258 S5DP 167 M-SEARCH * HTTP/1.1
6l4 187.544584 172.16.8.1 224.8.8.251 MDNS 87 Standard query @x2888 PTR _si
615 187.544722 fedl::800:27ff:feld.. ffo2::fb MDNS 187 standard query @x@eea PTR _si
6l6 188.727621 172.16.8.3 172.16.6.4 TCP 66 49951 + BB [SYN] Seq=8 Win=6
617 188.728846 172.16.8.4 172.16.8.3 TCP 66 8@ » 49951 [SYN, ACK] Seq=@
618 188.728@82 172.16.8.3 172.16.8.4 TCP 54 49951 -+ B8 [ACK] Seq=1 Ack=1
619 188.728123 172.16.8.3 172.16.8.4 HTTP 153 GET / HTTR/1.1
628 188.728325 172.16.8.4 172.16.8.3 TCP 6@ 88 » 49951 [ACK] Seq=1 Ack=14
1 621 188.749183 172.16.8.4 172.16.8.3 TCP 284 3@ = 49951 [PSH, ACK] Seq=1
1 622 188.751769 172.16.8.4 172.16.8.3 312 HTTR/1.1 286 OK (text/html)
188.751836 172.16.8.3 8.4 54 49951 » 88 [ACK] Seq

-

Frame & 3
Ethernet II,
Internet P
Transmi

rtext Transfer Protocol
/ HTTR/1.1\r\n

o
un

T ]
m WO =k & & @ Ca
] =] ld QU
=V, B, B -

= =h B

O =] U1 w1
- = ®nN

o
=9

L. RRTI. . "
le-l!nlu'inll o b L

1

(=9

[HTTP request 1/1]

1

® E Ethemet <live capture in progre Packets: 623 . Displayed: & Profile: Default

On wireshark, we can see it repeatedly sending HT TP requests to the initial domain.
To move it to the next stage, we have to somehow disrupt the outbound HTTP
requests. It is as simple as disconnecting it from the internet for a few seconds.
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Capturing from Ethernet
File Edit View Go Capture Apalyze Statistics e Help

AD4de BREBEERE R = Q & i

Source Destination Protocol Length Info
364.663515 PCsSystemtec_fcied:. PCSSystemtec_47:e6: who has 172.16.9.47 Tell 172.16.8.3
364.664400 PCSSystemtec_47:e6:.. PCSSystemtec_fc:ed 172.16.0.4 is at 03:00:27:47:6:50
365.241214 172.16.6.3 172.16.8.4 Standard @x7298 A auth.ns.local

1 7 le (Port ui

365.241748 6 172.16.8.. 3 Standard @x7298 A auth.ns.local

369.242865 172.16.9‘3 172.16.0.4 Standard query @x7298 A auth.ns.local

369.253720 172.16.8.4 172.16.8.3 Standard query response @x7298 A auth.ns.local A 172.16.0.4

369.259768 172.16.8.3 172.16.8.4 Standard query @x7c3a TXT _9j_4AAQSkZIRgABAQAASABIAAD AQjmRXhpZgAATUBAKgAAAASADQEPAATA..
369.264873 172.16.8.4 172.16.8.3 Standard query response @x7c3a No such name TXT Bj _4AAQSkZIRgABAQAASABIAAD 4QjmRXhpZg..
372.275521 172.16.8.3 172.16.8.4 Standard query @x63bb TXT AGAAAAGEEQAATAAAAL BAAEAMAE U BAAAAUEERAA..
372.288778 172.16.8.4 172.16.8.3 Standard query response @x68bb TXT qgEQAATAAAA] E! BAAEAAAERAAUAARABA...
375.306404 172.16.0.3 172.16.8.4 Standard query @xfle? TXT AAABAAAAWZEOAAMAAAABAATAAAEXAATAAAAHAAMAYEEYAATALAAUAMAAGEFC
375.329551 172.16.8.4 172.16.8.3 Standard query r‘EspunSE @xf187 TXT AAABAAAA\ngDMﬂAAAABAAIAAAExAAIAAMHAAMygEyAAIAAAA

capture in progrs e Displayed: ; Default

After a simple disconnect and reconnect, we can see it query the second domain.
And right after the response from the DNS server, we can see that it begins to
exfiltrate the data using DNS queries.

& Capturing from Ethernet
Statistics  Telepl

Q @@t d

Source Destination Protocol  Length
364.663515 pPCssystemtec_fc:ed:.. PCSSystemtec_47:e6: Who has 172.16.8.47 Tell 172.16.8.3
364.664400 PCSSystemtec_47:e6:.. PCSSystemtec_fc:ed:.. 172.16.8.4 is at 88:08:27:47:e6:50
365.241214 - - 4 Standard query @x7288 A auth.ns.local

5 2 ¢ tination un
365.241748 - - Standard @x7238 A Euth ns.local
369.242865 .16.0. .16.0. Standard @x7298 A auth.ns.local
369.253720 Standard

Ry y mRXh| ur
369.264873 .16.0. .16.0. Standard query response @x7c3a Mo such name TXT 33 42AQ5kZIRGABAQAASABIAAD. - wjmmhngAATuaAKgAAAAgADQEPAAIAAA cos.
372.275521 .16.0. .16.0. standard query @xesbb TXT QEEQAATAAAA! .cosmosfurbootsemporium. lo.
372.288778 .16.0. .1l6.0. standard query response @x68bb TXT IAAAA; b .cosmosfurbootsem.

375.306404 .16.@. .16.0. standard query @xfle7 TXT g EFCAA. cosmosFurbactsemporiun. Lo,
375.329551 5 5 standard query respanse @xfle7 > A gFCAA. cosmosTurbootsem.

tandard query

file: Default
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Advanced Static Analysis

[@xB04122320]

int main{int argc, char **argv, char *xenvp);

; var int32_t war_lch @ stack - @xlc

; var int32_t war_18h @ stack - @x18

; var int32_t wvar_14h @ stack - @x14

; var int32_t war_ch @ stack - @xc

; arg int argc @ stack + @x4

@xe041 3330 lea ecx, [argc]

BxBB4] 3324 and esp, @xffiffffe

Bx@04122a7 push dword [ecx - 4]

0x0@41 2322 push ebp

Bx02412a2b mow ebp, esp

x08412aad push BCx

BxBB41 33z sub esp, @x14

Exea41zabl call fon. 2419448 ; fon.@e419448 ;
ExpB41a3b6 mow eax, dword [section..data] ; @x41bees
@x0e41zabb mow dword [var_1chl, @
@x0041aac3 mow dword [var_14h], eax
@x0041aacT mow eax, dword [@x422318]
@xPe41aacc mow dword [var_18h], eax
@x00412ade mow eax, dword [@x42231c]
@x0041a2ads mow dword [espl, eax

@xBa413ad3 call fon.2e419128 ; fcon.@e419128
ExpB412add mow ecx, dword [wvar_ch]

BxBB41 23R sub esp, @x1@

Expe41a3e3 leave

@x0@41 2304 les esp, [ecx - 4]

BxBe4laze7 ret

fon. 88415448 void)

5

Main Function

Image Exfiltration Malware
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Advanced Dynamic Analysis

Thread: Main. Thread

Statistics_ Teepl
R et

Hide FPU
Destination
7103.980998  PCSSystemtec 47:¢6:.. = 60 172.16.0.4 is at 08:00:27:47
8560 7105.357197  172.16.0.3 ons Standard query @x0362 TXT CZISFGTgelVIRF-XORV3abxyS
8561 7105.370420  172.16 172.16.0.3 Standard
8562 7108.389527  172.16. 172.16.0.4 Standard
8563 7108.395729
8564 7111.409238
8565 7111.426763
8566 7114.446386
8567 7114.455867 y respanse Gxd2
8568 7117.462060 Oxd13 TXT FYomIhvwgDypFSzukey k70K
8560 7117.471913 response @xd13f TXT FYxomThvwqDypFsa
8570 7120.478206 Ox4d2d TXT wKoCFbakYNkay2Ri.
8571 7120.436966 y response Ox4d2d No such name TXT wol
8572 7123.493297
8573 7123.501920
8574 7126.509725
8575 7126.518237
8576 7129.527184
8577 7129.543785 16.0.4 172.16.0.3 o TXT UypGi7e tiliuxkABxq
8578 7131.650320  PCSSystemtec_47:e6:.. PSSystemtec_fe:ed: 72.16.9.3? Tell 172.16.0.4
8579 7131.650358  PCSSystemtec fcied:.. PCSSystemtec 47:e6 3 is at 08:00:27:fcied:2a
8580 7132.554684  172.16.0.3 172.16.0.4 Standard query @xBals TXT I9KaAd4ZzgjtUlojRyNG3SnTO
5581 7132.563992 _172.16.6.4 172.16.0.3 Standard query response Oxdal: h name TXT 3Ki

e 1: 42 byte:
) Ethernet I, Src
ResolL

The particular function that started exfiltrating the data as can be seen from the
wireshark output and a debugger.

T
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Indicators of Compromise
The full list of IOCs can be found in the Appendices.

Network Indicators

Source Destination Protocol Length Info
9730 §147.976160  PCSSystemtec_fc:ed:. PCSSystemtec_47:e6 42 Who has 172.16.8.47 Tell 172.16.0.3
9731 8147.976735  PCSSystemtec_47:e6:. PCSSystemtec_fe 60 172.16.9.4 is at 63:00:27:47:e6:50
9732 8149.492982  172.16.9.3 172.16.0.4 151 Standard query @xdaba TXT TkipIzvGeBHI1qQKRhFn6VTBaNFMKBSNa)2kbGSqlLBrgRCIIEXErIFHS18505. cosmosfurbootsemporium. local
9733 8149.504282  172.16.0.4 172.16.0.3 184 Standard query response @x9aba TXT TkipIzvGcBHI1qQkRhfnBVTEqNFMkBSNal2kbG5q1LBrgRCIIEX6rIFHS {8505 . cosmosfurbootsemporium. local TXT
9734 §151.556837 PCSSystemtec_47:e6:. PCSSystemtec fe 60 Who has 172.16..37 Tell 172.16.0.4
9735 8151.556881 [

509764
9737 8152.526284  172.16

6.4 172.16.6.3 NS -local TXT

9738 8155.541262  172.16.0.3 172.16.0.4 ] 151 Standard query ©x99al TXT GD1PW12bEMQ709mHK7iM50balVh3pvYCOPOBQsOBVYX5UYX71HmLRVUUVIMVC . cosmosfurbootsemporium. local

9739 §155.570165 172.16.0.4 172.16.0.3 ons 184 standard query response @x99al TXT GD1PWI2bEMQ7@9ImK7iM5obalivh3pvYCOPORQSOBVYFX5UYXT TimL RVULVIMVC . cosmosTurbootsemporium. local TXT

9740 8158.572285 172.16.0.3 172.16.0.4 ons 151 Standard query @xa812 TXT GGGPWAE1qq24LjkmOPEBEXeySUiyEw-XjqetSINFHbYMVYCNGAMLGnIBXTi8FN. cosmosfurbootsemporium. local

9741 8158.580620 172.16.6.4 172.16.0.3 NS 184 Standard query response @xa812 TXT GGGPWAE1qq24L7jkmopEBEXevSUiyEw-XjqetSINjHbyMVYCHGAMLGn j8xTiBFN. cosmosfurbootsemporium. local TXT

9742 8161.602554  172.16.0.3 172.16.0.4 ] 151 Standard query @x24f4 TXT k23 Gr YFHixQABW-Y . cosmosfurbeetsemporium. local

9743 8161.612603 172.16.0.4 172.16.0.3 ons 184 standard query response @x24f4 TXT 35 ¥ FNXQABW-Y . cosmosTurbootsemporium. local TXT

9744 8164.618638  172.16.0.3 172.16.0.4 ons 151 Standard query @xee67 TXT -xe1Pi8tQQUIHHNEVE5XqailVoZdoPHgCSAqql4e-5pBLtSIB-FNMCssU3PFPIG. cosmosfurbootsemporium. local

9745 8164.629419  172.16.6.4 172.16.0.3 NS 184 Standard query response @xee67 TXT -xelPiBtQQuIHineVgSXqailVoZdoPHgCSAqGql4-5pBLES jB-FNMCssu3PFPIG. cosmosfurbootsemporium. local TXT

9746 §167.633466  172.16.0.3 172.16.0.4 ] 151 Standard query ©x9fef TXT -MAJFAEWUE_QLfWpmkjy THUDEIMKDmpXm2201iCdeaQtwKwjOPvPIqaT5nVgKal . cosmosfurbootsemporium. local

9747 8167.641591  172.16.0.4 172.16.0.3 ons 151 standard query response @xafef No such name TXT -MAjFAEWUE_Q1fipmkjyTHUDEiMKDmpXm2201Cde9QtwkwjQPvPIqaTsnVgKal . cosmosfurbootsemporium. loca
9748 8170.650666 172.16.0.3 172.16.0.4 ons 151 Standard query @x33ed TXT gHd 13 LURUKMhV CkZqDSSHYHFTK cosmosfurbootsemporium. local

9749 8170.669638  172.16.6.4 172.16.0.3 NS 184 Standard query response @x33ed TXT RGQA3UVMTSRABZVgHdf131uRUKMhVCkZqDSSHYHFTK2wKKAHED338DHakG0248 . cosmosfurbootsemporium. local TXT

9750 §173.682711 172.16.0.3 172.16.0.4 ] 151 Standard query ©xe9@@ TXT VW10ZSe95y1e27Xg1D3Ae7RSP5a_LnvTI12kjOSKWRWGYVApuFXmLrTUgIInD_. cosmosfurbootsemporium. local

9751 §173.693642  172.16.0.4 172.16.0.3 ons 151 standard query response @xe98@ No such name TXT VWl0ZSe9syl@2zXglD3Ae7RSP5a_LnvTT12kjOSKWRWGYNV4pUFXmLrTUgIInD_. cosmosfurbootsemporium. loca
9752 8176.696566  172.16.0.3 172.16.0.4 ons 151 Standard query @xbaSe TXT Ix6@LiNMAKYCPXdI96KCBxuLcigACKH3e90KgEiTi0l1]dtvSpBGS-G0aAGZKVA. cosmosTurbootsemparium., local

9753 8176.706477  172.16.6.4 172.16.0.3 NS 184 Standard query response @xbaSe TXT Ix6BLiNMAKYCpXdI96kCBxuLciqACWH3e90KgtiTiol dtvSpBGS-G0aAGzKvA. cosmosfurbootsemporium. local TXT

9754 8173.338790 3 M-SEARCH * HTTP/1.1

e+
87

>R tawakDCa
WFXEQ3Di
UshzkU7D RkPjm1jO
KkhBzjBoe
smosfurb
rium-loc

comosyg
2Rg&an

mporium. 1

DNS Requests for cosmosfurbootsemporium.local with encoded data as subdomain
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Source Destination Protocol Length Info

4471 5053.999681  172.16.0.4 172.16.6.3 ons &7 Standard query response @x@567 A api.msn.com A 172.16.8.4

4505 5055.178545 172.16.8.3 172.16.0.4 ons 91 Standard query @x@b23 A settings-win.data.microsoft.com

4586 5055.176524 172.16.8.4 172.16.0.3 NS 107 Standard query response 8x@b23 A settings-win.data.microsoft.com A 172.16.8.4
4750 5058.633136  172.16.0.3 172.16.0.4 ] 86 Standard query @x6a3@ A slscr.update.microsoft.com

4751 5055.639612  172.16.0.4 172.16.0.3 ons 102 standard query response @x6a3@ A slscr.update.microsoft.com A 172.16.0.4

5403 5205.873886 172.16.0.3 172.16.0.4 ons 81 Standard query @x64d6 A config.edge.skype.com

5404 5205.873348 172.16.0.3 172.16.6.4 NS 81 Standard query BxbdSb HTTPS config.edge.skype.com

5405 5205.888625 172.16.0.4 172.16.0.3 ] 97 Standard query respense @x64d6 A config.edge.skype.com A 172.16.0.4

5406 5205.396618 172.16.0.4 172.16.0.3 ons 81 Standard query response @xb4asb Not implemented HTTPS config.edge.skype.com
5407 5205.896697 172.16.0.3 172.16.0.4 ons 81 Standard query @x13c6 HTTPS config.edge.skype.com

5285.915932  172.16.0.4 172.16.0.3 Standard response @x13ch Not implemented HTTPS confi
1 .16.6.4 D n ble (Port un

172.16.8.3 172.16.8.4 '3 Standard @xca32 A auth.ns.local

172.16.8.4 172.16.8.3 Standard response @xca32 A auth.ns.local A 172.16.8.4

cdge. skype. com

399.846970
5399.852721

query

5875 5399.854781  172.16.0.3 172.16.6.4 NS 151 Standard query @xeBb6 TXT _9j_4AAQSkZIRgABAQAASABIAAD 4QjmRXhpZgAATUBAKZAAAAZADQEPAATAAA  cosmosfurbootsemporium. local
5876 5399.860051 172.16.0.4 172.16.0.3 NS 151 Standard query response @xe@bé No such name TXT _9j_4AAQSkZIRGABAQAASABIAAD 4QjmRXhpZgAATUBAKRAAMBADQEPAATAAA. cosmosfurbootsemporium. loca
5877 5402.873449  172.16.0.3 172.16.0.4 ons 151 Standard query @x7se3 TXT qEEQAATAAAA; g . cosmosfurbootsemporium. local

5878 5402.963595 172.16.0.4 172.16.0.3 ons 184 Standard query response @x7823 TXT GEEQAATAAAR: gEL .cosmosfurbootsemporium.local TXT

5881 5485.920699  172.16.0.3 172.16.6.4 NS 151 Standard query @xB384 TXT g TAAREXAAT, EEYAAT gFCAA . cosmosfurbootsemporium. local

5882 5405.935510  172.16.0.4 172.16.6.3 NS 184 Standard query response @x@9ed TXT g! TAAAEXAAT BEYAAL AA. cosmosfurbootsemporium. local TXT

5853 5408.036500 172.16.0.3 172.16.6.4 NS 151 Standard query @xfdf2 TXT AATT, Idp gl. cosmosfurbootsemporium. local

5884 5408.942885 172.16.0.4 172.16.0.3 ons 184 Standard query response @xfdf2 TXT AATT) Tdp g1. cosmosfurbootsemporium. local TXT

5887 5411.968285 172.16.0.3 172.16.6.4 NS 151 Standard query Bx9838 TXT HB. TAAAAAT . cosmosfurbootsemporium. local

5888 5411.982142  172.16.0.4 172.16.6.3 oNs 184 Standard query response @x9830 TXT g HE: TAAMAT . cosmosfurbootsemporium. local TXT

5414.999860 172.16.0.3 172.16.6.4 Standard guer i . cosmosfurbootsemporium. local

Frame

Ethernet II, )

Internet Protocol Ve B : . 2 X2
Datagram P uth ns 1

Source Destination Protocol

Length Info

10129 8588.814895 GET / HTTP/1.1
19132 8580.831292  172.16.0.4 172.16.0.3 HTTP 312 HTTP/1.1 266 OK (text/html
10229 8637.851248  172.16.0.3 172.16.0.4 HTTP 153 GET / HTTP/1.1
10232 8637.864788  172.16.0.4 172.16.0.3 HTTP 312 HTTP/1.1 268 OK (text/html
10237 8645.572188  172.16.8.3 172.16.6.4 HTTP 153 GET / HTTP/1.1
10240 8645.584798  172.16.0.4 172.16.0.3 HTTP 312 HTTP/1.1 266 OK (text/html
10385 8780.843183  172.16.0.3 172.16.0.4 HTTP 153 GET / HTTP/1.1
10388 8780.853201  172.16.0.4 172.16.0.3 HTTP 312 HTTP/1.1 268 OK (text/html
10520 9396.868776  172.16.8.3 172.16.6.4 HTTP 153 GET / HTTP/1.1
10523 9396.025760  172.16.0.4 172.16.0.3 HTTP 312 HTTP/1.1 266 OK (text/html
10546 9503.671693  172.16.9.3 172.16.0.4 HTTP 153 GET / HTTP/1.1
10549 9503.884895 172.16.0.4 172.16.0.3 HTTP 312 HTTP/1.1 268 OK (text/html
10554 9514.161678  172.16.8.3 172.16.6.4 HTTP 153 GET / HTTP/1.1
10557 9514.173410  172.16.0.4 172.16.0.3 HTTP 312 HTTP/1.1 266 OK (text/html
10672 9587.659745  172.16.0.3 172.16.6.4 HTTP 153 GET / HTTP/1.1

10675 9587.0882263 HTTP/1.1 268 OK (text/html

10683

9593.208616  172.16.0.4 172.16.6.3 HTTP/1.1 260 OK (text/html

| 10723 9775.957560  172.16.0.3 172.16.6.4 HTTP 153 GET / HTTP/1.1

| 10726 9775.983038  172.16.0.4 172.16.0.3 HTTP 312 HTTP/1.1 268 OK (text/html

| 10786 9989.179911  172.16.0.3 172.16.6.4 HTTP 153 GET / HTTP/1.1

| 10789 9989.195831 172.16.0.4 172.16.8.3 HTTP 312 HTTP/1.1 268 OK (text/html
10888 10127.258540 172.16.9.3 172.16.6.4 HTTP 153 GET / HTTP/1.1

10891

10127.277463 172.16.0.4 172.16.0.3 HTTP/1.1 268 OK (text/html

Frame 1
Ethernet II,

[HTTP request 1

The initial HTTP requests to the domain
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Rules & Signatures

A full set of YARA rules is included in Appendix A.
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Appendices

A. Yara Rules

Yara_ImageExfil {

last _updated = "2024-11-02"
author = "RA"

description = "A Yara rule for ImageExfil Malware"

stringl "cosmo. jpeg"

string2 nlm
string3 = "@hwtwtwpw:w/w/whwewyw.wywowuwuwpw.wlwowcwawlw"

stringd = "@axuxtxhx.xnxsx.xlxoxcxaxlx"

string5 = "@.BcBoBsBmBoBsBfBuBrBbBoBoBtBsBeBmBpBoBrBiBuBmB.B1BoBcBaB1B"

PE_magic_byte = "MZ"

PE_magic_byte 0 and

($stringl and $string2 and $string3 and $string4 and $string5)

B. Callback URLs

hxxps://hey.yuoop.local 80
hxxps://auth.ns.local 53
hxxp://cosmosfuremoprium.local 53
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